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HNudopManioHHasi IAMSATKA /11 HECOBEPLICHHOJIETHUX 110 BOIIPOCaM

KuOepoe3onacHocT B cetu «IHTEpHED)

KoMnbloTepHbie BUPYCHI

KoMmbroTepHslil  BUpYC - 3TO Pa3sHOBHJHOCTb KOMIBIOTEPHBIX IPOrPAMM, OTIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIOCOOHOCTH K pa3MHOKEHHIO (KOITMPOBaHMIO). B TonosHeHue k aTomy,
BUPYChl MOTYT MOBPEAMTH WM MOJHOCTHIO YHHUYTOXHUTH BCe (hailibl W JlaHHBIE, MOJKOHTPOJIbHbIE
I10JIb30BATENI0, OT UIMEHU KOTOpPOro ObUIa 3amylleHa 3apak€HHas MpOorpaMma, a TakKe MOBPEIUTh WIN
Jake YHHUUYTOXHTH ONEPAllMOHHYIO CHCTEMY CO BceMH (aigamu B 1enoM. B GoJbIIMHCTBE CiiyyaeB
PacCIpOCTPAHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3a1IMThI OT BPETOHOCHbBIX IPOIrPaMM :

1. Hcnons3yii COBpEMEHHBIE OIEPAlMOHHBIE CHUCTEMBI, HMMEIOIIUE CEPbE3HBIM YpPOBEHb
3aIUThI OT BPEJAOHOCHBIX ITPOTPAMM,;

2. [TocTtostHHO ycTaHaBnmuBail maT4u (MUQPOBBIE 3amIaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C LEJIbI0 JOPAaOOTKM IMPOrpaMMbl) U JApYrue OOHOBJIEHUS CBOCH OmeparioHHON
cucteMbl. CkaunBail MX TOJBKO ¢ oduImanbHOTrO caiita pazpadorunka OC. Ecim cymecTByeT pexum
aBTOMaTHYECKOr0 OOHOBJICHHSI, BKIIIOUH €r0;

3. Pabotail Ha cBOeM KOMITBIOTEpE M0/1 IIpaBaMM MOJIb30BATENs, a HE aIMUHUCTpATOpa. ITO HE
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTPaMM MHCTAJUIMPOBATBCS HAa TBOEM MEPCOHAIBLHOM
KOMIIBIOTEPE;

4. Hcnonp3yli aHTUBHPYCHBIE IPOTPAMMHBIE IPOIYKThl H3BECTHBIX NPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. Hcnonp3yil BHENIHWE HOCHUTENM HH(GOpMAIMM, TakWe Kak Quienka, IUCK Wik ¢ain u3
WuTepHera, TONBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He otkppbiBail koMInbloTepHbIE (haiisbl, IOJYyUYEHHBIE U3 HEHAAEKHBIX UICTOYHUKOB. Jlaxke Te

(ailibl, KOTOpbIE MPUCTal TBOW 3HAKOMBIH. JlyuIie yTouyHHM y HETro, OTHpaBsii JIM OH TeOe UX.

Cetu WI-FI

C nmomorpo WI-Fi MOXXHO TOJIy4YHTh OCCIIATHBIM MHTEPHET-IOCTYI B OOIIECTBECHHBIX MECTAX:
kade, OTensTX, TOProBhIX IEHTPAaX M a’poIopTax. Tak ke SBISIETCS OTIIMYHON BO3MOYKHOCTBHIO BBIXO/Ia B
WutepHer. Ho MHOTHE 3KCTIEPTHI CUUTAIOT, UTO oOmIeoctynHbie WiFi ceTH He SBIstoTCs 0€30MacHBIMH.

CoBeTbl 110 0€30IACHOCTH PAGOTHI B 001Ie0CTYNHBIX ceTssx Wi-fi

1. He nepenagaii cBoro nuuHyro nHpopmanuio yepes oduenoctynusie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeIbHO He BBOJUTH MAPOJIU JOCTYIA, JJOITMHBI U KaKue-TO HOMEpa;

2. Hcnonb3yit 1 OOHOBISIM aHTUBUPYCHbIE NpOrpaMMbl M OpaHamaysp. TeMm caMbIM Tl
obe3omacuib cedst 0T 3aKaYKU BUpPYyCca Ha TBOE YCTPOMCTBO;

3. [Tpu ucnionpzoBannu Wi-Fi oTkimroun Gynkuunio «O0muit qoctym K (aiiiam u mpuHTEpam».
JanHas (yHKIMSA 3aKpbiTa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIC IOJB30BATEIM AKTHBUPYIOT €€ s

ya00CTBa UCTIONB30BaHus B paboTe win yueoe;
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4, He ncnonw3yit myommunsiii WI-FI n1s nmepenaun MTMYHBIX JaHHBIX, HAIPUMED, TSI BEIXOA
B COIIMANIbHBIEC CETH WU B 3JIEKTPOHHYIO TIOUTY;

5. Hcnonw3yit Tonbko 3ammieHHoe coeaqunenue yepe3 HTTPS, a ue HTTP, T1.e. mpu HaGope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B mo6unsHOM Tenedone otkimoun ¢pyHkuuto «Ilonkmouyenne k Wi-Fi aBromatnueckn». He

nonycxaﬁ ABTOMATHYCCKOT'O IMOAKIIOYCHUA YCTpOﬁCTBa k ceTsaM Wi-Fi 6e3 TBoero cormacus.

ConuajbHble CeTH

ConmanbHasg ceTh - 3TO CalT, KOTOPBIM NPENOCTaBIsAET BO3MOXKHOCTb JIIOJSM OCYIIECTBIIATH
ob1mieHue Mexry co0oif B MHTepHeTe. Yale BCero B HUX JUIsl KXKI0T0 YEJIOBEKa BBIACISAETCS CBOSI JTMYHAS
CTpaHHYKa, HA KOTOPOW OH YKa3bIBaeT 0 ceOe pasnyHyo HHPOPMaLMIO, HAaYuHAasi OT UIMEHH, (haMUWINU U
3aKaH4YMBas JTUYHBIMU ororpadusmMu. MHOTHE TMOJNB30BaTeNId HE IOHUMAIOT, 4YTO HWH(OpManus,
pa3MelIeHHast UMU B COLMANIBHBIX CETSIX, MOKET ObITh HaliIeHa U HCII0JIb30BaHa KEM YTOJHO, B TOM YHCIIE

He 0053aTeNIbHO ¢ OJIarMMH HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30IACHOCTH B COIMAJIbHBIX CETHAX:

1. OrpaHuub CIMCOK JApy3ei. Y TeOs B APY3bsSX HE JOJDKHO OBITH CIIYYaWHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amuiiail CBOI0 4acTHYIO *HU3Hb. He ykas3piBail mapomu, TenedoHsl, aapeca, JaTy TBOETO
POXKICHUS U IPYTYIO TUYHYIO HHPOpMAIHIO. 3MTOYMBIIIICHHUKH MOTYT UCIIOJIb30BaTh Aake HHPOPMAITIIO
0 TOM, KaK Tbl U TBOM POJAUTEIIN IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammuiiai CBOO peryTaluio - JepKU €€ B YUCTOTE U 3a7aBail cebe BOmpoc: XoTemn OBl Thl,
9TOOBI IpYTHE MOJIH30BATEIU BUJIEIH, UTO ThI 3arpyskaemisb? [logymaii, mpexae 4em 4To-To OmmyOIuKOBaTh,
HaIUCATh U 3arPy3UTh;

4. Ecnu TbI roBOpUILIE C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE peaibHOE UMS U
IPYTYIO TUYHYI0 HHPOPMAITUHU: UMsI, MECTO KUTEILCTBA, MECTO YUeObl U MpoUee;

5. N3berait pazmemienus gpororpaduii B MHTEpHETE, TIE THI N300paKeH HAa MECTHOCTH, IO
KOTOPOH MOKHO OTIPEIEIIUTh TBOE MECTOTIOIOKECHHE;

6. [Ipu perucTpanmu B COIMANTHHOW CETH HEOOXOIWMO HCIIOJIB30BATh CIIOXKHBIC IApPOJIH,
cocTosImue u3 OyKB ¥ IUQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHee §;

7. Jlist conuanabHOM CeTH, MOYTHl M JAPYTHMX CAaWTOB HEOOXOIWMO HCIIOBh30BaTh pPa3HBIC
napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3J10YMBIIUIEHHUKH TIOTyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a He

BO BCE Cpa3y.

DJIEeKTPOHHbIE JeHLI'H

9J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,[[O6HBII>i CIoco0 HHaTe)KeP’I, OJHAKO CYHICCTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT MOJYUUTH 3TH ACHBI'U.
QHCKTpOHHBIe ACHBI'M MOABUJIIMCH COBCEM HEAABHO U UMCHHO HU3-3a 3TOT'O BO MHOTHX I'OCyAapCTBax

A0 CUX ITOP HEC IMPOIMKUCAHO MTPO HUX B 3aKOHAX.
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B Poccun xe oM (QyHKIMOHMPYIOT U O HUX YX€ MPOIMHUCAHO B 3aKOHE, IJie UX Pa3felsioT Ha
HECKOJIbKO BUJIOB - aHOHHUMHbBIC Y HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcss TPOBOAUTH oOmepauuu 0e3 HAeHTU(UKALUK T[0JIb30BaTelsl, a B HE AaHOHUMHBIX
UACHTU(PUKAIIUY TT0JIH30BATENs SBISETCS 0053aTEIbHOM.

Takoke crefyeT pa3nuyaTh dJIEKTPOHHBIE (PUaTHBIE TEHBI'H (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U

SJICKTPOHHBIC He(l)I/IaTHBIe JACHBI'N (He PaBHBI T'OCYJapCTBECHHBIM BaJ'IIOTaM).

OCHOBHbBIE COBETHI 10 0€30ACHOI PA00TE € YJIEKTPOHHLIMHY JE€HLIAMMU:

1. [TpuBskM K cueTy MOOWIBHBIA TeinepoH. DTO camblii ynoOHBIH M OBICTPBIA CIOCOO
BOCCTaHOBUTH JOCTYN K cdery. [IpuBsizaHHBIN TenedoH MOMOXKET, eciu 3a0yJellb CBOW TUIaTeKHBIN
MapoJIb WM 3aiIeUIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit omnopazoseie nmaposu. [locie nepexoa Ha yCUIICHHYIO aBTOPU3AIUIO TEOE yxKe
He OyJeT yrpokaTh OMACHOCTb KPaXXM UJIH MepexBaTa MIaTeKHOT0 MapoJis;

3. Bri6epu cnoxublii maposb. [IpectynHukam OyAeT HE MPOCTO yraaaTh CIOXHBIA MapoJb.
Hanexxnble maposiu — 3T0 mapoiid, KOTOPBIE COIepKAT HE MEHee 8 3HaKOB U BKIIIOYAIOT B ¢e€0s1 CTPOUHBIE
Y MPONHCHBIE OYKBBI, UG PHI K HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAK J10J1apa, pyHTa, BOCKIUIATEbHBIH
3Hak u T.11. Hanpumep, StROng!;;

4, He BBOJHM CBOM JIMYHBIC JAHHBIC Ha caﬁTax, KOTOPBIM HC NOBCPACIUID.

DJIEKTPOHHASA IOYTA

ONEeKTpOHHasl I0YTa — 3TO TEXHOJOTUS M TPENOCTABISEMBIE €10 YCIYyTH IO IEPECBUIKE U
MOJIyYEHHIO 3JIEKTPOHHBIX COOOIICHHH, KOTOpBIE pPACIpPEeNeNsioTcss B KOMIBIOTEpHOUH ceTH. OOBIYHO
AJIEKTPOHHBIN IMOYTOBBIM SIIMK BBHIMJSIAUT CJIEIYIOIIMM 00pa3oM: MM IOJIb30BATENA(@HUMS_JIOMEHA.
Taxoke KpoMe mepeiadn MPOCTOro TEKCTa, UMEETCS BO3MOKHOCTh NepeaaBaTh (hanbl.

OCHOBHBIE COBETHI M0 0€30MACHOM PA00TE C IJIECKTPOHHON HOYTOM

1. Hano BbIOpaTh NpaBHIIBHBIN MOYTOBBIM cepBuc. B VHTepHETE €CTh OTpOMHBIA BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIEe TOBEPSATH TEM, KOTO 3HACIIb M KTO MEPBBIA B pEHTHHTE;

2. He yxaspiBaii B nnyHONH moute Ju4Hyro uH(opmanuio. Hampumep, mydiie BbIOpaTh
«My3BIKaTBHBINA _(haHaT@» unu «pok2013» Bmecto «remal3y;

3. Hcnone3yit [ByX3TanHy0 aBTOPU3aLMI0. DTO KOI'/la IOMUMO MapoJisi Hy>KHO BBOAUTH KO/,
MpUChIIaeMblid 1o SMS;

4, Bri6epu cnoskHbIN maposk. s KakI0ro OYTOBOTO SIIIIUKA JTIOJDKEH OBITh CBOM HAJIC)KHBIMH,

YCTOMYUBBIN K B3JIOMY MapOJIb;

5. Ecau ecth BO3MOXKHOCTH HaIMCaTh CaMOMYy CBOM JIMYHBIN BOIIPOC, HCHOJ’IL?»yfI oTy
BO3MOXXHOCTb,
6. HCHOJ’ILSyﬁ HCCKOJIBKO ITOYTOBBIX AIIMKOB. HepBHfI JIJIS YaCTHOM MEPCIHUCKU C aaApeCaTaMH,

KOTOPBIM ThI IOBEpsEIIb. JTO NIEKTPOHHBII aJipec He HaJl0 UCTIOIb30BaTh MPU PErUCTPALlU HA (hopyMax
U cauTax;
7. He otkpsiBail ¢aiiniel 1 qpyrue BIOXKEHUs] B MHCbMaxX Jake €CJIM OHU HPUILIH OT TBOUX

npyseii. Jlydiiie yTo4HU y HUX, OTIPABIISUTHA JTH OHU TeOe 3TH (Daiiibl;
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8. Ilocie oxoHUaHMS pa6OTBI Ha IMOYTOBOM CCPBHCC IICPC 3aKPBITHUEM BKIIAKHU C calToM HE

3a0yp HAXKaTh Ha « BBIATIY.

KnoepOyJaJauHr nji BUPTYAJLHOE H31eBaTeJLCTBO

KI/I6ep6y.TIJ'II/IHF — [peCICA0BAHUC COO6IJ.[CHI/I$IMI/I, CoACprKallluMHn OCKOp6HeHH$I, arpeccuro,
3aIllyTrUBaHUEC; XYJIUTaHCTBO; COUHUAIbHOC 60ﬁKOTHpOBaHHC C IMOMOIIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OCHOBHbLIE COBETHI 10 00pL0e ¢ KHOEPOYJIJIMHIOM:

1. He Opocaiics B 60#. Jlyumuii cioco6: MOCOBETOBATHCS Kak ceOsl BECTH U, €CJIH HET TOTO, K
KOMY MOXKHO 06paTI/ITLC$I, TO BHa4YaJI€ YCIIOKOUTHCH. Ecnn T HauHelpr OTBEYATH OCKOPGHGHI/ISIMI/I Ha

OCKOPOJIEHUS, TO TOJIBKO €1Ile OOJIbINe Pa30KKEITb KOH(IHKT;

2. VYnpasistii cBoei kubeppermyTanuei;

3. AHOHMMHOCTB B ceTU MHUMasl. CyIIECTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He crout Bectu xynuranckuii oopa3 BupTyanbHoOi *u3Hu. HTepHET (huKcupyeT Bce TBOU

NEUCTBUS M COXPAHSCT UX. Y TAIUTh UX OYJET KpaiHe 3aTpyTHHUTEIBHO;

5. Benu cebs BeXIUBO;

6. Urnopupyit enuanuHblii HeraTuB. OmHOpPA30BBIE OCKOPOUTEIBHBIC COOOIIEHHUS JIydYIle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcst Ha Ha4aabHOW CTaaNH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITHANIBHBIX CETAX
€CTh BO3MOXXHOCTH OJIOKUPOBKH OTIPABKH COOOIIEHUI ¢ OMPEIEIEHHBIX aIpECOB;

8. Ecnu Te1 cBUAEeTEND KUOEpOYyIIMHTa. TBOM IEHCTBUSA: BEICTYIIUTH MPOTUB MIPECIeI0BaTENS,
MOKa3aTh €My, YTO €ro JEWCTBHS OLIEHMBAIOTCS HEraTHMBHO, MOJJIEPKATh MKEPTBY, KOTOPOM HYy>KHA

IICUXOJIOTNYCCKas IOMOIIIb, COO6H_[I/ITB B3POCJIBIM O (I)aKTe arp€CCUBHOTO IMOBCACHUSA B CCTH.

MoOuabHbIH TeJaedoH

CoBpeMeHHBIE CMapT(OHBI U IUIAHIIETHI COACpPXKAT B ceOc BIIOJIHE B3POCIBIA (yHKIMOHAN, U
TENepb OHU MOTYT KOHKYPHPOBATh CO CTAIMOHAPHBIMU KoMIbioTepaMu. OHAKO, CPEACTB 3aIIUTHI IS
MOAOOHBIX YCTPOMCTB MOKa 0YeHBb Majio. TeCTUpOBAaHUE U MOUCK YS3BUMOCTEH B HUX IIPOUCXOIHUT HE TaK
WHTEHCHUBHO, Kak s 1K, To e camoe kacaeTcs 1 MOOMIIBHBIX TIPHIIOKCHHH.

CoBpeMeHHBIE MOOUITbHBIE Opay3ephl y)K€ MPAKTUYECKH JTOTHAIM HACTOJBHBIC aHAJIOTH, OJHAKO
pacmuperue GyHKIHOHAIA BIEYET 32 COOON OOJIBITYIO CJI0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOJUTEINHN BBITYyCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUIECKUE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI /1151 0€30MACHOCTH MOOMJIBLHOIO TesiedoHa:

1. Bynb ocTtopoxeH, Bellb Korja Tebe npeanaraoT OecIyiaTHbIM KOHTEHT, B HEM MOTYT ObITh
CKPBITHI KaKHe-TO IUIaTHBIE YCIYTH;

2. Hymaii, npexzae yem oTnpaButb SMS, ¢poto uinu Buaeo. Tsl TOUHO 3HACIIb, i€ OHU OyIyT
B KOHEYHOM UTOre?

3. Heob6xo1uMo 0OHOBIISTE ONEPAIIMOHHYI0 CHCTEMY TBOETro cMapT(dhoHa;

4. Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJ11 MOOMIIBHBIX TeIe(hOHOB;
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5. He 3arpykail mpuiaoxeHHs OT HEHW3BECTHOTO HCTOYHHKA, BEAb OHM MOTYT COJACP)KaTh
BpPEIOHOCHOE MTPOTrPaMMHOE 00ECIICUCHHUE;
6. ITocne Toro kak ThI BBIMIENIL C CalTa, T€ BBOJAWJ JIMYHYIO HH(POpPMAIMIO, 3alId B

HaCcTPOWKHM Opay3epa u yaainu cookies;

7. [leproauuecku npoBepsiii Kakue MIaTHbIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBait cBOil HOMEp MOOMIBHOTO TeieoHa TOMBKO JIOASM, KOTOPBIX ThI 3HACIIL U KOMY
JIOBEpsICIIIb;

9. Bluetooth nomken ObITH BHIKIIOYEH, KOT/Ia Tl MM HE MOJIb3yemibesi. He 3a0biBaii nHOTIA

IIPOBEPSATH 3TO.

@OUINNHT WM KPaXKa JUYHbIX JAHHbIX

I'maBHass mwens ¢umuHr - Buga VHTEpHET-MOUICHHUYECTBA, COCTOMT B  TOJIYYCHUH
KOH(UICHIIMAIBbHBIX JTAaHHBIX IOJIb30BaTeNell — JIOrMHOB M napoieil. Ha anrnumiickom s3eike phishing
yutaercs kak GuiuHr (ot fishing — psi6Hast nosind, password — mapoiib).

OCHOBHbIE COBETELI 10 00pLOe ¢ UITUHTOM:

1. Crenu 3a CBOMM aKKayHTOM. Eciu ThI O103peBaetib, 4To TBOSI aHKeTa OblIa B3JIOMaHa, TO
HE00X0UMO 3a0JIOKMPOBATH €€ U COOOITUTH AJIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOKHO CKOpee;

2. Hcnonp3yii Oe3omacHble BeO-CalThl, B TOM YHWCIIC, MHTEPHET-Mara3uHOB M IMOHMCKOBBIX
CHCTEM;

3. Hcnonp3ydl CloXKHBIE W pas3Hble TMapoiu. TakuMm o0pa3oMm, eciii TeOs B3JIOMAlOT, TO
3MOYMBINIICHHUKH MOTYyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu tebs B3moManu, TO HEOOXOJUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBneHbl y TeOS B APY3bAX, O TOM, UTO TeOs B3JIOMAld M, BO3MOXKHO, OT TBOErO MUMEHH Oyner

pacCblUIaThCA CIlaM U CCBUIKW Ha (bl/IH_II/IHI‘OBBIe CaﬁTBI;

o. YcranoBu HazexHbId mapois (PIN) Ha MoOUIbHBIHA TenedoH;
6. OTkJTI0UM COXpaHEHHE MapoJist B Opay3epe;
7. He otkpbiBail (aiinbl U gpyrue BIOKEHUS B MHUCbMax Ja)K€ €CJIM OHM NPULUIA OT TBOUX

npy3ei. Jlydine yTouHr y HUX, OTIIPABIISUIN JIK OHU TeOe 3TH (Paiiiibl.



